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Our progress
From January to March we have:

• developed our Centre brochure 
to showcase our purpose and 
plan for 2020 

• supported the National 
Bushfire Recovery Agency 
through the development of a 
factsheet on the fraud risks and 
countermeasures relevant to 
disaster response

• began co-designing a Pressure 
Testing Framework that can 
be used by agencies to review 
their fraud countermeasures 
and test their effectiveness to 
better understand their fraud 
vulnerabilities

• developed a brochure on 
pressure testing

• commenced discussions with 
agencies about running pressure 
testing pilots 

• participated in the 2020 
International Public Sector Fraud 
Forum (IPSFF)

• developed “A guide to 
understanding the total impact 
of fraud” which outlines how 
fraud is far more than a financial 
problem, and can have serious 
and devastating human impact 
on its victims

• completed the first round of 
baselining for 19 programs to 
explore their ability to counter 
fraud

Welcome to the first edition of our newsletter.
I am pleased to share with you the first progress update from the 
Commonwealth Fraud Prevention Centre, within the Attorney-General’s 
Department. 

2020 has already shown us that there is a huge appetite across the 
Commonwealth for support on fraud prevention.   

A special thank you to those who are already engaging with the Centre on 
specific projects. Everyone’s willingness to collaborate has been inspiring and 
will stand us in good stead as we embark on the journey of strengthening our 
ability to prevent fraud against the Commonwealth.

At the end of the first quarter of 2020 as we come to terms with the 
evolving COVID-19 situation, it is clear that this will be a year of unexpected 
challenges. However, much of the work we had already embarked upon 
within the Centre remains as important and relevant as ever.

In this edition we explore Fraud Capability Baseline Assessments, interview 
Fraud Specialist Mark Cheeseman and dive into the COVID-19 pandemic. I 
invite your agency to contribute in our next newsletter by sharing current or 
emerging fraud risks, better practice and case studies.

Please reach out if you have any questions or if you would like to join one of 
our initiatives by emailing fraud@ag.gov.au.

Assistant Secretary

Lucinda Atkinson

• produced guidance on personas 
and countermeasures

• agreed on the final design of our 
website

• developed a revitalised narrative  
on Commonwealth fraud

• released our first newsletter 
(you’re reading it!)

• shared guidance on creating 
fraud awareness training and 
the use of AI to fight fraud

• agreed and commenced data 
pilots

• led the Australian delegation to 
UK International Data Analytics 
Conference in Manchester UK.
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Fraud during the 
COVID-19 outbreak

The COVID-19 pandemic is an 
unprecedented global crisis which is 
having ramifications for the health 
and wellbeing of citizens and the 
global economy. 

Across the world, people are 
grappling with a whole range of 
implications of the pandemic. 
Governments also are rapidly 
designing and implementing 
emergency response measures 
to deal with the unfolding crisis 
- including targeted stimulus and 
support measures.  

Sadly, the delivery of some 
emergency response and recovery 
measures comes with an inherently 
high risk of fraud. 

Criminals and scammers actively 
seek to exploit people's fears 
and the efforts of government to 
implement broad based support 
measures. Already there are 
numerous reports of examples 
of different types of COVID-19 
related frauds and scams—both 
internationally and domestically. 

In the UK, criminals were able 
to profit £800,000 pounds (1.6 
million AUD) by pretending to sell 
protective face masks that were 
never delivered.

Like we’ve seen with bushfire 
themed scams pretending to raise 
funds for families impacted by the 
Black Summer Bushfires, some 
COVID-19 themed scams look to 
exploit our empathy for victims. 

A recent scam involved a group 
pretending to raise money to 
provide COVID-19 vaccinations 
for children in China, despite no 
vaccination existing. 

There have been multiple reports 
of COVID-19 themed phishing 
emails and websites attempting to 
trick people into opening malicious 
attachments or revealing sensitive 
personal and financial information. 

Other frauds involve emails and 
texts pretending to be from research 
organisations affiliated with the 
Centres for Disease Control and 
Prevention and the World Health 
Organization. 

Scamwatch is currently reporting 
a scam involving texts claiming to 
be official Australian Government 
advice on COVID-19 testing 
locations. 

When opened, software can be 
installed on phones resulting in 
the compromise of personal bank 
details. 

The Australian Government has 
recently announced an initial $17.6 
billion stimulus package, including 
$8.7 billion in cash payments 
for businesses, wage subsidies 
for apprentices and a significant 
expansion of the instant asset write-
off. A further package of measures is 
expected shortly. 

Expediting much needed payments 
often requires changes to regulatory 
and assurance frameworks.  

Organised criminals and 
individuals looking to commit 
opportunistic fraud will actively 
seek to take advantage of relaxed 
controls. 

Where possible, simple, efficient 
and effective fraud controls should 
continue to be incorporated into 
any new or existing programs to 
maintain program integrity and 
prevent systemic fraud.  

The Centre will be producing more 
detailed guidance in the coming 
days. In the interim, be aware and 
stay informed. 

For official updates and advice 
relating to COVID-19 information 
and fraud risks, go to: 
• Health.gov.au
• Scamwatch.gov.au
• Counterfraud.gov.au 
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Australia 
contributes to 
international 
leading 
practice

Andrew Walter and Chris 
McDermott from AGD and Jen 
Evans from AFP recently travelled to 
London to attend the International 
Public Sector Fraud Forum (IPSFF). 
We spoke to Chris about this year’s 
forum and his key insights.

It sounds like it was a big week for 
you in London. What is the IPSFF 
and what was your role in the 
meetings?
The IPSFF brings together counter 
fraud experts from the ‘5 Eyes’ 
nations (Australia, Canada, New 
Zealand, the UK and the US). This 
year’s forum involved meetings over 
five days to share leading practice 
in finding and fighting public sector 
fraud. Andrew, Jen and I represented 
Australia at the forum, bringing 
our country’s perspective and 
experiences to the table.

Getting those international 
perspectives sounds really valuable. 
What were some of the topics 
discussed?
We covered a range of subjects 
that are of common interest across 
the five nations, such as strategies 
to achieve greater investment in 
counter fraud and the use of data 
analytics to find and fight fraud. 
Australia made a big contribution 
to this year’s forum. Jen Evans 
presented on Operation Ashiba and 
serious and organised fraud in the 
Australian context. I also presented 
on the human cost of fraud and 
pressure testing.

How do you make sure the IPSFF 
isn’t just another talkfest?
I really like the forum’s practical 
focus, and its ability to produce 
useful guidance that cuts across 
jurisdictions. This year the forum 
has published four new pieces of 
guidance (on the right). We now 
have these products up on our 
website CounterFraud.gov.au. We 
also agreed on future products that 
IPSFF members will develop over the 
next 12 months, so stay tuned!

A Guide to Understanding 
the Total Impact of Fraud 

(Australia)

The Use of Artificial Intelligence 
to Combat Public Sector Fraud 

(NZ)

A Guide to Designing Counter 
Fraud and Corruption 

Awareness Training for Public 
Bodies (Canada)

Fraud in Emergency 
Management and Recovery 

(UK and Australia)

New guidance from the IPSFF

Click above to access or visit CounterFraud.gov.au

https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance
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Tip of the iceberg:
Q&A with Mark Cheeseman

Mark Cheeseman has spent the 
past three months working with 
the Centre to kick start the year of 
delivery.

Who are you and what is your 
background in fighting fraud?

I am Mark Cheeseman. Over the 
past six years I have been leading 
the work in the UK to transform 
the management of fraud across 
central government (the UK version 
of Federal government) and in 
the last few months I have been 
working as a special advisor to the 
Commonwealth Fraud Prevention 
Centre at the Attorney-General’s 
Department.

Before I led the cross government 
work in the UK, I was responsible 
for the Legal Aid Agency’s counter 
fraud activities, which involved 
working with the Agency to protect 
them from fraud by members of the 
public, solicitors, barristers and all of 
those involved in, and around, the 
legal aid system.

What attracted you to a career in 
fighting fraud?

I would say three things. Firstly, I 
was coming from a project/policy/

operations environment where there 
was an uncertainty on what the 
‘right’ thing to do was. 

It was really refreshing to work 
in an area where there was a clear 
right and wrong – there were people 
trying to rip off the taxpayer and we 
were trying to stop them. 

Secondly, the people. My team in 
the Legal Aid Agency, and many of 
the teams I have worked with, are 
passionate and committed to what 
they are doing – but often side-lined 
by the wider business. 

I saw a real opportunity for me to 
firstly enjoy working with them, but 
also to help them succeed and be 
recognised for the important role 
they play. 

I was also hugely motivated that 
it was pretty much an ignored and 
ill-understood issue. Many people 
just didn’t want to know, it was an 
uncomfortable truth that was easier 
to ignore. 

Many people told me that it was 
not important enough to focus on 
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–  and that kind of thing always 
motivates me to prove them wrong!

What is the most interesting case 
you’ve been involved in?

I am going to give you a few, rather 
than one – if that is ok. I think they 
show the diversity of fraud that we 
deal with in the public sector. 

There was the case where a 
member of the public who applied 
for legal aid claiming to be living 
in a garden shed of a house, when 
he was actually married to the lady 
who owned the house and was very 
much living indoors. 

There was also a case where court 
administrators were taking bribes to 
not enter people’s court fines onto 
the system. 

We had a solicitor that made up 
cases of legal aid, and then claimed 
for them and we had a barrister 
whose defence for over £100,000 
of unpaid tax was that he earned so 
much that he did not know. 

These are a few examples – there 
are many more!

What is one key lesson you have 
learned during your fraud fighting 
career?

Passion and commitment will get 
you a long way. 

Working in an area like fraud there 
can be a lot of stakeholders who 
do not want to engage with you 
(especially if you are investigating 
them!) or who actively want to block 
what you are doing. 

If you remain objective, evidence 
based and, most importantly, back 
this up with passion and a never 
give up attitude you can make a 
difference. And making a difference 
in this area is big.

In the UK, I know that people will 
have received hospital treatments 
because of the work we have done 
to reduce fraud in the National 
Health Service. 

That is people being ill for less 
time - and their families not having 
to live with the uncertainty and 
turmoil of an ill loved one. 

That is worth getting up early 
every day and putting in the hard 
yards. 

What major challenges do you see 
agencies facing in countering fraud?

Well, two overall. The first is 
accepting that fraud is an issue that 
needs some focus and resources. 

As fraud is a hidden crime, the 

easiest thing to do is to put it to the 
side – especially if no fraud is being 
found. However, the sad truth is that 
fraud is a huge issue. 

In the UK we know that it is the 
crime that individuals are most likely 
to fall victim to, that businesses are 
suffering more and more from it and 
that in the public sector, when we 
look for it we find it. 

Agencies have to accept that 
fraudsters will target them, and they 
can better use public sector money 
by finding it and stopping it. 

This means understanding and 
engaging with the issue, not dealing 
with it at a superficial level.

The second is, once fraud is 
accepted, to deal with it as a 
business problem. 

There is a whole load of things 
under this, but at its most basic it 
means measuring fraud and (just as 
importantly) measuring the impact 
of counter fraud resources. 

It is too easy when we put 
resources into fighting fraud seeing 
it as the right thing to do, or to see 
the fact that we have dedicated 
resource to it as an outcome as 
itself. 

Actually, if you want to deal with 
fraud properly, and sustainably, 
thought needs to be put into 
measuring the outputs in a way that 
is meaningful to the agency, so as 
a business, they understand and 
appreciate its value.

What advice would you give 
someone considering a career in 
countering fraud?

Find your passion for it, and work 
out how to make an impact. 

This is a quickly evolving area and 
in 10 years I am sure that many of 
our practices for dealing with fraud 
will have changed. 

It is easy when one is starting in a 
career to stick to the practices and 
legislation that we have in place.

Now, I am not advocating breaking 
the law, but don’t be constrained by 
the status quo. 

In the UK the career paths we have 
in place now for those working in 
counter fraud are there because a 
group of passionate people working 
in countering fraud did not accept 
the status quo. 

If you want a career in counter 
fraud, don’t just do the job, shape 
the job and the discipline for those 
who will follow you.

In making an impact, countering 
fraud plans, policies and other 
documents are our tools – the 
impact is what we do with these, not 
their existence. 

If you want to flourish and stand 
out in this area, you will need to 
work out how to use those tools to 
make a measurable impact on your 
organisation. 

Be passionate and make an impact 
– this is an area that is ripe for it. 
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Fraud Capability Baseline 
Assessment

Attorney-General’s Department

Australian Taxation Office

Clean Energy Regulator

Comcare

Department of Finance

Department of Agriculture, 
Water and the Environment

Department of Defence

Department of Education, Skills 
and Employment

Department of Foreign Affairs 
and Trade

Department of Health

Department of Home Affairs 
(ABF)

Department of Industry, Science, 
Energy and Resources

Department of Social Services

Department of Veterans' Affairs

National Indigenous Australians 
Agency

Thanks to 
the following 
agencies for 
participating in 
the assessment:

The CFPC has undertaken 19 Fraud 
Capability Baseline Assessments 
across a variety of Commonwealth 
programs and functions. 

Baseline Assessments capture 
statistics about fraud exposure, 
counter fraud capability and 
also educate participants about 
fraud threats and common 
countermeasures. 

The assessment also provides 
the opportunity to compare your 
score with the other participating 
programs/functions (de-identified).

Are you interested in your program/
function participating in a Fraud 
Capability Baseline Assessment? 

It can be conducted at any time, 
and can be easily facilitated by the 
Commonwealth Fraud Prevention 
Centre. 

This assessment is free of charge to 
your entity. 

For more information email 
fraud@ag.gov.au

82% 
said the assessment changed their 
mind regarding the fraud exposure 
and strength of countermeasures in 
their program/function

95% 
said they were unsure if their 
Fraud Risk Assessments identified 
all fraud risks and associated 
countermeasures

74%
said they were unsure if they had 
sufficient fraud countermeasures in 
place

Blacklisting 

Fraud Detection

Collaboration and coordination

Access Controls/User 
Permissions

Sensitive Information Controls / 
Privileged Access Monitoring

Eligibility Requirements / 
Mandatory information

Confidence in 
Countermeasures

High level results

1. Participants attend an initial 
consultation with the Centre to 
discuss fraud exposure and the 
assessment process.

2. Participants receive and 
complete a detailed 
assessment on countermeasure 
effectiveness and vulnerabilities.

3. The Centre use the assessment 
responses to create an 
individualised report based 
on the program/function’s 
perceived exposure, strengths 
and vulnerabilities.

4. The Centre conducts a follow-up 
conversation with the agency 
regarding next steps they can 
take to improve their agency's 
fraud resilience. 

The process of baselining 
with the Centre
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The Centre is the process of developing a new website. To help us build a 
website that helps you, please email your answers to the below questions 
to fraud@ag.gov.au.

1. What problems are you facing in countering fraud? 

2. What online information could help you with countering fraud?

3. What websites do you visit that help you in countering fraud? 

4. What could the Centre be doing to help you in counter fraud?

We want your opinion!

Look back at the 
2019 Fraud Liason Forum
The Centre would like to thank 

everyone who attended the 2019 
Commonwealth Fraud Liaison Forum 
(Forum).

The Forum is an annual event 
aimed at those involved in fraud 
control, risk and governance.

Last year over 500 people 
attended the first Forum led by the 
Centre (largest attendance to date). 

The Forum featured presentations, 
panels and discussions from a 
number of fantastic and engaging 
speakers. 

The theme ‘The Human Cost of 
Fraud' promoted the importance of 
building preventative measures into 
policy and program design.  

Karen Cusak (Health Complaints 
Commissioner of Victoria) 
spoke about how healthcare 
fraud is perpetrated through 
misrepresentation, misinformation 
and false claims, and the impact of 
this on vulnerable people and their 
families. 

There were also a number of 
insightful panels, exploring themes 
such as integrity by design, data 
sharing, collaboration, and the size, 
scale and impact of serious and 
organised crime. 

The 2020 Forum will provide an 
even more insightful, targeted and 
valuable learning and networking 
opportunity for fraud practitioners 
and professionals. 

Email fraud@ag.gov.au if you 
would like to be informed of Forum 
updates or if you have any feedback 
or any ideas for the 2020 Forum.
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Featured fraud resource:
Fraudster Personas

The Reckless 
Someone who acts recklessly 
(without care, responsibility or 
regard to the consequences of 
their actions) by disregarding 
requirements, procedures, warnings 
or directions.

The Deceiver 
Someone who dishonestly gains a 
personal benefit by making others 
believe something that is not true.

The Impersonator
Someone who dishonestly gains a 
personal benefit by pretending they 
are another person or entity.

The Fabricator
Someone who dishonestly gains 
a personal benefit by inventing or 
producing something that is false.

A fraudster is often defined as a person who commits fraud. The term 
fraudster is widely used in the media and within the fraud community, but 
what does it mean? How is it interpreted? 

Does ‘fraudster’ adequately convey the seriousness of the crime type? 
What could alternatives be that might better convey that fraud is serious, 
a crime and has serious impacts upon the community?

Tell us what you think! What do you use? What term would you like to see 
industry use? Share your opinion with us by emailing fraud@ag.gov.au. 

Poll: Does the title “Fraudster” convey how 
serious the crime of committing fraud is? 

The Coercer 
Someone who dishonestly gains 
a personal benefit by influencing, 
manipulating or bribing another 
person to act in a desired way.

The Exploiter 
Someone who dishonestly gains a 
personal benefit by using something 
for a wrongful purpose.

The Concealer 
Someone who dishonestly gains a 
personal benefit by preventing their 
actions from being seen or known 
about.

The Organised 
Groups who dishonestly gain a 
benefit by using any combination 
of the other methods in a planned, 
coordinated and sophisticated way.

Case studies reveal that fraudsters exhibit common, and often coinciding, methods to commit fraud. This 
means we can implement countermeasures for the methods they consistently employ. We have used 
these known methods to develop the following fraudster personas. Fraudsters often exhibit behaviours 
from several different personas. For example, they may deceive a public official, impersonate another 
individual, fabricate evidence and then conceal their activity.

Learn how to counter 
these fraudsters by visiting 

CounterFraud.gov.au



We aim to be 
your  trusted 

adviser. 
The government is transforming the way it deals with unseen and unchecked fraud. 

In 2020 the Centre is offering first come first served support on key issues agencies are facing. 

Get in touch if you would like support with:
• data sharing pilots to find fraud
• interactive workshops to scope your own data pilots
• reviewing where you have data sharing barriers 
• testing your fraud vulnerabilities through a recognised framework
• developing the narrative and case for investment in counter fraud activity  
• baseline assessments

02 6141 6666

fraud@ag.gov.au

CounterFraud.gov.au


